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A data carrier having security mark and apparatus for handling such data carrier. 



FIELD OF THE INVENTION 

The present invention relates to a data carrier having a security mark. 

5 BACKGROUND OF THE INVENTION 

This kind of data carrier is well known and finds its application, especially in the 
avoidance of fraudulent copying of its contents. 

It is well known to put some security mark on a data carrier, for instance a hole in a 
floppy disc in a defined place. This makes it difficult to copy the floppy disc with the hole in 

10 the right place with respect to the data. In the apparatus designed to handle the data 

contained in the floppy disc, means are provided for checking the place of hole and for 
refusing to operate if it is not found in the right place. These old measures are not very well 
suited for optical discs and not sufficient from a content protection point of view. The 
invention proposes an above-mentioned data carrier, notably an optical disc, in which 

15 measures are provided for obtaining a better authentication of the data carrier. 



SUMMARY OF THE INVENTION 

The invention proposes to use a security mark which is of the optical type. The main 
idea of the invention is to use a device which is disclosed in the article: "Physical One-Way 
20 Function 55 by Ravikanth Pappu et al., in SCIENCE, Vol.297, 20 September 2002, pp.2026- 
2030. 

These and other aspects of the invention are apparent from and will be elucidated, by 
way of non-limitative example, with reference to the embodiment(s) described hereinafter. 



25 BRIEF DESCRIPTION OF THE DRAWINGS 

The present invention will now be described in more detail, by way of example, with 
reference to the accompanying drawings, wherein: 

Fig. 1 shows a data carrier in accordance with the invention. 
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Fig.2 shows an apparatus suitable for a data carrier shown in Fig.l, according to the 
invention. 

Fig.3 shows another embodiment of an apparatus according to the invention. 

5 DETAILED DESCRIPTION OF THE INVENTION 

Fig.l shows a data carrier according to the invention. The data carrier is an optical 
disc L In accordance with the invention, a mark 2 is put on the data carrier 1. This mark 
may be put on a dead zone ZD of the carrier, or even on an active zone ZA , in which case 
the mark has the reference 2 5 . The mark that the invention proposes in a preferred 

10 embodiment is disclosed in the document cited above. 

Fig.2 shows an apparatus in which a data carrier 1, notably an optical disc, is placed. 
The data carrier 1 is shown in cross-section. On this carrier, which is driven into rotation by 
a motor 3, an optical head 10 comprising a lens 12 focuses a laser light beam 14. This 
optical head 10 is placed in a moving part using a sledge 16 for large displacements and 

15 using actuators 20 and 21 for small displacements. The sledge 16 is moved by a motor 17. 
These displacements are performed in directions indicated by arrows 24 and 26. The 
head 10 comprises a photo-detector for providing a signal OPT which represents the 
reflection of the beam 14 onto the carrier 1. This signal OPT is applied to a signal 
distributor 27, which provides signals for a display unit 30 so that the contents of disc can 

20 be displayed together with some other information pertinent to the use of the apparatus. The 
distributor 27 also provides other signals for the operation of the apparatus, notably for 
acting on the sledge 16 and on actuators 20 and 21 in that signals TRf and TRr, respectively, 
are supplied to control devices 35 and 36. 

According to the first aspect of the invention, a speckle pattern analyzing device 40 

25 is provided which provides an authentication code when the light is reflected from the 

mark 2. If this authentication is wrong or absent, reading of the carrier is stopped by cutting, 
for instance, the signal OPT. When actuated, the sledge 16 and the actuators 20 and 21, can 
position the optical head 10 on the optical security mark. The optical head is thus used for 
reading the data recorded in the data carrier and for anlyzing the optical mark as well. 

30 The first proposed solution is based on the theory of "Physical One Way Functions 55 

(POWFs) [R.Pappu, et al.] cited above. According to the idea, it is proposed to embed a 
weakly non-linear optical microstructure into a disc. When a coherent laser beam irradiates 
the optical microstructure, it produces a speckle pattern that can be recorded by a camera. 
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Preferably, the optical head 10 is used for this purpose, i.e. for analyzing the speckle pattern. 

The speckle pattern analyzing device 40 applies an algorithm (e.g. based on a wavelet 

transform) to the recorded speckle pattern in order to turn it into a string of bits. This string 

of bits is then the unique identification string associated with the disc having the embedded 
5 microstructure. It is noted that several bit strings may be derived from a POWF. The bit 

strings that are derived depend on the way in which the POWF is challenged. 

In another embodiment of the invention shown in Fig.3, an additional optical head 

60 is provided for analyzing the security mark 2. This head 60 may be in a well defined 

position along the radius of the optical disc. This is found to be not too limitative for 
10 security as the analyzing of the mark is estimated to be strong enough for the authentication. 

The reading of the stream gives the string that enables the operation of the apparatus. The 

additional optical head 60 is set to a given wavelength, to a 3D angle, and to a spatial light 

modulation pattern such that the speckle pattern can be processed. 

The idea is that such a microstructure is difficult to clone and that it is impossible to 
15 simulate the passage of light through such disordered media. Commercial applications could 

then be supported in according with the following procedure. 

The content provider issues content (software, music, movies, ...) on a disc, which 

also contains an identification string. A microstructure with weak non-linearity properties 

that is difficult to clone is embedded in this disc. 
20 The content provider then stores for various challenges (different wavelengths, 3D 

angles, . . .) the unique fingerprint of the microstructure together with the identification 

string in a database. 

When the user of the content asks for some service, he sends his identification string 
(that he finds on his disc) to the content provider. 
25 The content provider then sends a challenge to the user in order to find out whether 

he is a legitimate user. 

Then, the owner lets his physical device probe the microstructure in the disc in 
accordance with the challenge and sends the reply to the content provider. 

The content provider compares the answers with the responses stored in his database 
30 according to the identification string. 

If the answers correspond to the data stored in the database, the content provider 
knows that he is doing business with someone who is a legitimate owner of the content. 
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It follows that someone who has copied the content on the disc cannot copy the 
microstructure, so the protocol will not be successfully finished. 

As a second application, the "storage" of a key is claimed. This key is derived from 
the POWF by irradiations with a laser beam and is embedded in an optical disc.An example 
5 is an optical microstructure (weakly non-linear optical medium) which when irradiated with 
a laser beam gives a unique fingerprint of the structure (as before). The robust part of the 
speckle pattern may be used as (part of) a key with which the content on the disc can be 
encrypted. 

Another embodiment of the invention is to "store" the key by embedding a 
10 holographic medium (keys can be stored in contrast in a holographic medium) in the disc in 
which the key is stored. So the security mark is qualified as being of holographic type. Then 
the device 40 has to be modified by the application of a unique spatial modulation filter, 
which has to be put on top of the holographic medium in order to retrieve the key. Again, it 
is the idea that the structures are difficult to clone and can therefore be used for content 
1 5 protection purposes. 

The term "security mark" means a mark which can be used for authentication and/or 
encryption. The authentication mark may be derived by feeding a challenge. The security 
mark may be used as a key with which the contents of optical disc can be decrypted. 
Finally, this physical identifier may also be used for disc type recognition. 



20 
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CLAIMS: 



1) A data carrier having a security mark, characterized in that this security mark is of 
an optical type. 

2) A data carrier as claimed in claim 1 3 wherein the security mark is a mark from which 
5 an authentication code can be derived in that a challenge is fed into said mark. 

3) A data carrier as claimed in claim 1 or 2, characterized in that this security mark is 
of the POWF (Physical One Way Functions) type. 

10 4) A data carrier as claimed in claim 1 or 2, characterized in that the security mark is of 
the holographic type. 

5) A data carrier as claimed in claims 1 to 4, characterized in that the data carrier is an 
optical disc. 

15 

6) A data carrier as claimed in claim 1, 2, 3 or 5, characterized in that the security mark 
provides a speckle pattern from which said security is derived. 

7) A data carrier as claimed in claim 4 or 5, characterized in that the security mark 
20 comprises an hologram from which said authentication code is derived. 

8) An apparatus suited for handling a data carrier as claimed in claim 3 or 6 5 
characterized in that it comprises a speckle pattern analyzing device. 

25 9) An apparatus suited for handling a data carrier as claimed in claim 4 or 7, 

characterized in that it comprises a unique spatial modulation filter for determining the 
hologram from which an authentication code is derived. 



WO 2005/048256 PCT/IB2004/003611 

6 

10) An apparatus as claimed in claim 8 or 9 ? characterized in that it comprises one 
optical head for reading the data recorded in the data carrier and for reading the optical mark 

11) An apparatus as claimed in claimss 8 or 9, characterized in that it comprises a first 
optical head for reading the data recorded in the data carrier and a second optical head for 
treading the optical mark. 

12) An apparatus as claimed in claims 8 to 1 1, comprising an authentication detector for 
deriving said authentication code and for enabling the handling of the data carrier when the 
authentication code is judged to be correct. 

13) Optical data carrier with a security mark from which an embedded key is derived by 
means of which the contents can be decrypted. 
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is of the POWF (Physical One Way Functions) 
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by using a unique spatial modulation filter at the 
level of the analysis of the security mark. 



WO 2005/048256 A3 I lllll llllllll II llllll Hill Hill lllll llll I II III lllll lllll lllll Hill lllll llll lllllll llll Nil llll 



IE, IS, IT, LU, MC, NL, PL, PT y RO, SE, SI, SK y TR) y OAPI 
patent (BF y BJ y CF y CG y CI y CM y GA y GN, GQ, GW y ML y 
MR, NE y SN y TD y TG) 

Published: 

— with international search report 

— before the expiration of the time limit for amending the 
claims and to be republished in the event of receipt of 
amendments 



(88) Date of publication of the international search report: 

28 July 2005 

For two-letter codes and other abbreviations, refer to the "Guid- 
ance Notes on Codes and Abbreviations" appearing at the begin- 
ning of each regular issue of the PCT Gazette. 



INTERNATIONAL SEARCH REPORT 



Internj Application No 

PC1/1O2004/003611 



A. CLASSIFICATION OF SUBJECT MATTER 

IPC 7 G11B20/O0 G06K19/14 



According to International Patent Classification (IPC) or to both national classification and IPC 



B. FIELDS SEARCHED 



Minimum documentation searched (classification system followed by classification symbols) 

IPC 7 G11B G06K 



Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched 



Electronic data base consulted during the international search (name of data base and, where practical, search terms used) 

EPO-Internal 9 WPI Data, PAJ 



C. DOCUMENTS CONSIDERED TO BE RELEVANT 



Category 0 Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



RAVIKANTH P S: "Physical One-way 
Functions" 

THESIS AT THE MASSACHUSETTS INSTITUTE OF 
TECHNOLOGY, XX, XX, March 2001 (2001-03), 
pages 1-154, XP0O2251679 
the whole document 



3,5,6,8 



GB 2 221 870 A (DE LA RUE CO PLC) 
21 February 1990 (1990-02-21) 
the whole document 



3,5,8 



X 



Further documents are listed In the continuation of box C. 



x 



Patent family members are listed in annex. 



° Special categories of cited documents : 

"A" document defining the general state of the art which is not 
considered to be of particular relevance 

"E" earlier document but published on or after the international 
filing date 

"L" document which may throw doubts on priority claim(s) or 
which is cited to establish the publication date of another 
citation or other special reason (as specified) 

"O" document referring to an oral disclosure, use, exhibition or 
other means 

"P" document published prior to the international filing date but 
later than the priority date claimed 



"T" later document published after the international filing date 
or priority date and not in conflict with the application but ' 
cited to understand the principle or theory underlying the 
invention 

"X" document of particular relevance; the claimed invention 
cannot be considered novel or cannot be considered to 
involve an inventive step when the document is taken alone 

"Y" document of particular relevance; the claimed invention 

cannot be considered to involve an inventive step when the 
document is combined with one or more other such docu- 
ments, such combination being obvious to a person skilled 
in the art. 

"&" document member of the same patent family 



Date of the actual completion of the international search 



22 December 2004 



Date of mailing of the international search report 



H JPL 06. 



Name and mailing address of the ISA 

European Patent Office, P.B. 5818 Patentlaan 2 
. NL-2280 HVRijswijk 
Tel. (+31-70) 340-2040, Tx. 31 651 epo nl, 
Fax: (+31-70)340-3016 



Authorized officer 



Sucher, R 



Form PCT/ISA/21 0 (second sheet) (January 2004) 



page 1 of 2 



INTERNATIONAL SEARCH REPORT 



Intern" 4 al Application No 

PCI, .32004/003611 



C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT 



Category ' 



Citation of document, with indication, where appropriate, of the relevant passages 



Relevant to claim No. 



PAPPU R ET AL: "Physical one-way 
functions" 

SCIENCE, AMERICAN ASSOCIATION FOR THE 
ADVANCEMENT OF SCIENCE, , US, 
vol. 297, no. 5589, 

September 2002 (2002-09), pages 2026-2030, 

XPO02285061 

ISSN: 0036-8075 

cited in the application 

the whole document 



3,6,8 



P.X 



WO 2004/057525 A (BINET RENAUD; COLINEAU. 
JOSEPH (FR); THALES (FR); LEHUREAU 
JEAN-CLAUDE) 8 July 2004 (2004-07-08) 
the whole document 



WO 2004/097826 A (KURT RALPH; BAKKER 

LEVINUS (NL); HENDRIKS ROBERT (NL) ; 

KONINKL PHILIP) 

11 November 2004 (2004-11-11) 

the whole document 



3,5,6,8 



3,5,6,8 



Form PCT/ISA/210 (conlinualton ol second sheet) (January 2004) 



page 2 of 2 



INTERNATIONAL SEARCH REPORT 



I anal application No. 

KCT/IB2O04/003611 



Box II Observations where certain claims were found unsearchable (Continuation of item 2 of first sheet) 

This International Search Report has not been established in respect of certain claims under Article 17(2) (a) for the following reasons: 
1. J Claims Nos.: 

because they relate to subject matter not required to be searched by this Authority, namely: 



2. jj^] Claims Nos.: 1*2 

because they relate to parts of the Internationa) Application that do not comply with the prescribed requirements to such 
an extent that no meaningful International Search can be carried out, specifically: 

see FURTHER INFORMATION sheet PCT/ISA/210 

3. [ J Claims Nos.: 

because they are dependent claims and are not drafted in accordance with the second and third sentences of Rule 6.4(a). 

Box HI Observations where unity of invention is Jacking (Continuation of item 3 of first sheet) 

This International Searching Authority found multiple inventions in this international application, as follows: 

see additional sheet 



1. 



□ As all required additional search fees were timely paid by the applicant, this International Search Report covers all 
searchable claims. 



2. | | As all searchable claims could be searched without effort justifying an additional fee, this Authority did not invite payment 
of any additional fee. 



3. I | As only some of the required additional search fees were timely paid by the applicant, this International Search Report 
' ' covers only those claims for which fees were paid, specifically claims Nos.: 



4. [ y | No required additional search fees were timely paid by the applicant. Consequently, this International Search Report is 
restricted to the invention first mentioned in the claims; it is covered by claims Nos.: 

3,5,6,8 



Remark on Protest | | The additional search fees were accompanied by the applicant's protest. 

f^J No protest accompanied the payment of additional search fees. 



Form PCT/ISA/210 (continuation of first sheet (2)) (January 2004) 



Internationa) Application No. PCT/ I B2004/ 003611 

FURTHER INFORMATION CONTINUED FROM PCT/ISA/ 210 

This International Searching Authority found multiple (groups of) 
inventions in this international application, as follows: 

1. claims: 3,5 5 6 9 8 

data carrier having a security mark of the Physical One Way j 
Function type and apparatus for handling such a data carrier 

2. claims: 4,7,9-12 

data carrier having a security mark of the holographic type 
and apparatus for handling such a data carrier 

3. claim: 13 

data carrier having a security mark from which, an embedded I 
key for decrypting contents can be derived 



International Application No. PC7V I B2004/ 003611 



FURTHER INFORMATION CONTINUED FROM PCT/ISA/ 210 



Continuation of Box II -2 
Claims Nos. : 1,2 



Claim 1 defines a data carrier having a "security mark" which is merely 
defined as being "of an optical type". This covers any bit pattern 
recorded as optically readable pits on a conventional optical disk (CD, 
DVD) and used for copy protection (keys, authentication codes, etc.) as 
well as corresponding data recorded on an optically readable BCA of such 
a disk. The claim is therefore unduly broad. 

Claim 2 additionally defines that the security mark is a mark "from 
which an authentication code can be derived in that a challenge is fed 
into said mark" which is unclear because the data carrier is defined by 
a feature of reading the carrier ("can be derived...") which is not 
clear either because the term "challenge" is not defined. 

The applicant's attention is drawn to the fact that claims relating to 
inventions in respect of which no international search report has been 
established need not be the subject of an international preliminary 
examination (Rule 66.1(e) PCT) . The applicant is advised that the EPO 
policy when acting as an International Preliminary Examining Authority is 
normally not to carry out a preliminary examination on matter which has 
not been searched. This is the case irrespective of whether or not the 
claims are amended following receipt of the search report or during any 
Chapter II procedure. If the application proceeds into the regional phase 
before the EP0> the applicant is reminded that a search may be carried 
out during examination before the EPO (see EPO Guideline, C- VI , 8.5), 
should the problems which led to the Article 17(2) declaration be 
overcome . 
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